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ABSTRAK 

DIMAS GALIH LAKSONO. Prototipe Security Operations Center Berbasis 

Integrasi Software Open Source Untuk Optimasi Deteksi Dan Respons 

Ancaman Siber. Dibimbing oleh Abdul Haq, S.E., M.Cs. dan Sani Nurmalasari, 

M.Kom. 

 

Serangan siber tidak lagi menjadi ancaman yang bersifat potensial, melainkan 

telah menjadi realitas yang dihadapi hampir setiap institusi. Ancaman siber tidak 

hanya berpotensi menyebabkan gangguan operasional dan kerusakan sistem, tetapi 

juga dapat mengakibatkan kebocoran data serta kerugian finansial. Security 

Operations Center merupakan salah satu solusi yang dapat digunakan untuk 

melakukan pemantauan, deteksi, analisis, dan respons terhadap ancaman siber 

secara terpusat. Namun, implementasi SOC konvensional umumnya membutuhkan 

biaya investasi yang tinggi sehingga sulit diterapkan oleh organisasi dengan 

keterbatasan sumber daya. 

Dalam penelitian ini dilakukan beberapa tahapan, yaitu studi literatur, 

perancangan arsitektur dan alur kerja SOC, implementasi sistem, pengujian, 

analisis hasil pengujian, serta penarikan kesimpulan. Prototipe SOC dibangun 

dengan mengintegrasikan berbagai software open source, yaitu Wazuh sebagai 

Intrusion Detection System (IDS), Endpoint Detection and Response (EDR) dan 

Intrusion Prevention System (IPS), Graylog sebagai sistem manajemen log 

(centralized log management), MISP sebagai platform threat intelligence, serta 

VirusTotal sebagai Extended Detection and Response (XDR) untuk mendukung 

analisis dan korelasi ancaman keamanan. Selain itu, Telegram Bot dan Email 

Notification digunakan sebagai media notifikasi keamanan secara real-time. 

Pengujian sistem dilakukan terhadap berbagai mekanisme keamanan, meliputi File 

Integrity Monitoring (FIM), Docker Monitoring, Active Response, Anti Malware, 

Threat Intelligence, serta simulasi serangan yang mengacu pada OWASP Top 10 

dan MITRE ATT&CK guna mengevaluasi kemampuan deteksi dan respons 

terhadap ancaman siber. 

Hasil penelitian menunjukkan bahwa prototipe Security Operations Center 

berbasis integrasi software open source berhasil diimplementasikan dan seluruh 

komponen dapat terintegrasi dengan baik. Sistem mampu melakukan monitoring 

log secara terpusat, mendeteksi berbagai aktivitas dan ancaman keamanan, 

memanfaatkan threat intelligence, serta menjalankan respons otomatis terhadap 

insiden keamanan. Berdasarkan hasil pengujian yang dilakukan, sistem 

menunjukkan tingkat akurasi deteksi yang tinggi dan mampu menghasilkan alert 

serta notifikasi keamanan secara near real-time. Dengan demikian, prototipe SOC 

yang dibangun dapat menjadi alternatif solusi yang efektif, terintegrasi, dan lebih 

terjangkau dalam mendukung proses deteksi dan respons ancaman siber. 



x 

 

Kata kunci : Cyber Security, Cyber Defense, Security Operations Center, Blue 

Team. 
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ABSTRACT 

 

DIMAS GALIH LAKSONO. Prototype of a Security Operations Center Based 

on Integrated Open-Source Software for Optimizing Cyber Threat Detection 

and Response. Supervised by 1st Abdul Haq, S.E., M.Cs. and 2nd Sani 

Nurmalasari, M.Kom. 

 

Cyberattacks are no longer merely potential threats but have become a reality 

faced by nearly every institution. Cyber threats not only have the potential to cause 

operational disruptions and system damage, but can also lead to data breaches and 

financial losses. A Security Operations Center (SOC) is one of the solutions that 

can be used to centrally monitor, detect, analyze, and respond to cyber threats. 

However, conventional SOC implementations generally require high investment 

costs, making them difficult to adopt for organizations with limited resources. 

This study was conducted through several stages, namely literature review, 

SOC architecture and workflow design, system implementation, testing, analysis of 

test results, and conclusion drawing. The SOC prototype was developed by 

integrating various open-source software tools, namely Wazuh as an Intrusion 

Detection System (IDS), Endpoint Detection and Response (EDR) and Intrusion 

Prevention System (IPS), Graylog as a centralized log management system, MISP 

as a threat intelligence platform, and VirusTotal as an Extended Detection and 

Response (XDR) component to support threat analysis and correlation. In addition, 

Telegram Bot and Email Notification were used as real-time security alerting 

mechanisms. System testing was carried out across various security mechanisms, 

including File Integrity Monitoring (FIM), Docker Monitoring, Active Response, 

Anti-Malware, and Threat Intelligence, as well as attack simulations based on the 

OWASP Top 10 and MITRE ATT&CK frameworks to evaluate detection and 

response capabilities against cyber threats. 

The results of the study indicate that the prototype of the Security Operations 

Center based on integrated open-source software was successfully implemented 

and all components were effectively integrated. The system is capable of centralized 

log monitoring, detecting various security activities and threats, utilizing threat 

intelligence, and executing automated responses to security incidents. Based on the 

testing results, the system demonstrated a high level of detection accuracy and was 

able to generate alerts and security notifications in near real-time. Therefore, the 

developed SOC prototype can serve as an effective, integrated, and more affordable 

alternative solution to support cyber threat detection and response processes. 

 

Keywords: Cybersecurity, Cyber Defense, Security Operations Center, Blue Team. 
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