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ABSTRAK

Aldika Gagah Prasetya. Aplikasi Manajemen Tugas Multi-Tenant Berbasis Web
Menggunakan Sistem Dynamic Context-Aware Role-Based Access Control (RBAC)
(Studi Kasus: PT Bharata Internasional Pharmaceutical). Dibimbing oleh Lasimin,
M.Kom. dan Tri Anggoro, M.Kom.

Perkembangan sistem manajemen tugas berbasis web pada lingkungan multi-tenant
menuntut mekanisme pengendalian akses yang mampu menjaga keamanan data
antar divisi tanpa mengurangi fleksibilitas proses bisnis. Pada PT Bharata
Internasional Pharmaceutical, proses pengelolaan tugas masih dilakukan secara
manual sehingga menyulitkan pelacakan pekerjaan, meningkatkan risiko akses
tidak sah, serta belum memiliki mekanisme validasi akses berbasis konteks dan
pencatatan aktivitas pengguna. Selain itu, penerapan Role-Based Access Control
(RBAC) konvensional yang hanya mempertimbangkan peran pengguna belum
mampu mengakomodasi kebutuhan otorisasi dinamis pada lingkungan multi-
tenant.

Penelitian ini bertujuan mengembangkan aplikasi manajemen tugas multi-tenant
berbasis web dengan menerapkan mekanisme Dynamic Context-Aware Role-Based
Access Control (RBAC). Metode penelitian yang digunakan adalah Design Science
Research (DSR) yang meliputi identifikasi masalah, penetapan tujuan solusi,
perancangan dan pengembangan artefak, demonstrasi, pengujian, serta evaluasi.
Sistem dikembangkan menggunakan bahasa pemrograman Go dengan framework
Fiber, MongoDB sebagai basis data, JSON Web Token (JWT) untuk autentikasi,
serta WebSocket untuk sinkronisasi data secara real-time. Mekanisme otorisasi
menggunakan role sebagai dasar RBAC dengan mempertimbangkan tiga konteks,
yaitu ownership, tenant boundary, dan resource state melalui validasi workflow
transition. Hasil pengujian menggunakan metode Black Box Testing terhadap 16
skenario yang mencakup authentication, tenant boundary, ownership, resource
state, audit trail, dan real-time notification menunjukkan 16 skenario berstatus
valid dan 0 skenario tidak valid, sehingga diperoleh tingkat validitas sebesar 100%.
Hasil tersebut menunjukkan bahwa mekanisme yang dikembangkan dapat
menjalankan validasi akses berdasarkan konteks operasional, menjaga isolasi data
antar tenant, mengendalikan perubahan status tugas sesuai alur kerja, serta
mendukung pencatatan aktivitas dan penyampaian informasi secara real-time.
Dengan demikian, artefak yang dikembangkan dapat mendukung pengelolaan tugas
secara terstruktur pada lingkungan organisasi multi-divisi.

Kata kunci: audit trail, dynamic context-aware RBAC, multi-tenant, sistem
manajemen tugas, workflow validation.



ABSTRACT

Aldika Gagah Prasetya. Web-Based Multi-Tenant Task Management Application
Using a Dynamic Context-Aware Role-Based Access Control (RBAC) System
(Case Study: PT Bharata Internasional Pharmaceutical). Supervised by Lasimin,
M.Kom. and Tri Anggoro, M.Kom.

The development of web-based task management systems in multi-tenant
environments requires an access control mechanism capable of maintaining data
security across divisions without reducing business process flexibility. At PT
Bharata Internasional Pharmaceutical, task management processes were
previously conducted manually, making task tracking difficult, increasing the risk
of unauthorized access, and lacking context-based access validation and user
activity recording mechanisms. In addition, conventional Role-Based Access
Control (RBAC), which primarily considers user roles, is limited in addressing
dynamic authorization requirements in a multi-tenant environment.

This study aims to develop a web-based multi-tenant task management application
by implementing a Dynamic Context-Aware Role-Based Access Control (RBAC)
mechanism. The research employed the Design Science Research (DSR) method,
consisting of problem identification, definition of solution objectives, artifact
design and development, demonstration, testing, and evaluation. The system was
developed using Go with the Fiber framework, MongoDB as the database, JSON
Web Token (JWT) for authentication, and WebSocket for real-time data
synchronization. The authorization mechanism uses role as the basis of RBAC while
considering three dynamic contexts: ownership, tenant boundary, and resource state
through workflow transition validation. The results of Black Box Testing on 16 test
scenarios covering authentication, tenant boundary, ownership, resource state,
audit trail, and real-time notification showed that 16 scenarios were valid and 0
scenarios were invalid, resulting in a 100% validity rate. These results indicate that
the developed mechanism can perform access validation based on operational
context, maintain data isolation between tenants, control task status changes
according to the defined workflow, and support activity recording and real-time
information delivery. Therefore, the developed artifact can support structured task
management in a multi-division organizational environment.

Keywords: audit trail, dynamic context-aware RBAC, multi-tenant, task
management system, workflow validation.
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